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Have you lost or forgotten your WordPress password and can’t log back into your website?

Not being able to access your site’s admin area because you have forgotten your password
or username can be very frustrating.

Fortunately, with WordPress, there is always a way to get back into your website or blog.

We will start with the simple way and if this information does not help you get access to your
admin area, we will show you other options for recovering your login details.

117


https://wptrainingmanual.com/wordpress-tutorials/reset-wordpress-password/

Let’s start with some WordPress password basics.

Have You Entered The Wrong Details (Username/Password)?

Normally, if you get your username and/or password incorrect when trying to log into your
WordPress site’s backend (i.e. admin) area, an error message like the one shown below will

display on your login page...

ERROR: Invalid username. Lost yvour password?

Username

myusername

Password

2000000000
] Remember Me %

Have you forgotten or lost your password and can’t log
into your site?

If you enter an incorrect username into your WordPress site’s login box, you will get this error
message:
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Unknown username. Check again or try your email
address.

Username or Email Address

‘randomu5ername |

Password

SRR RRBBRERBRRRBRN '®|

(] Remember Me

Lost your password?

— Back to My Site

An incorrect username entered into WordPress login.

WordPress lets you know if you enter the correct username but the wrong password:
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ERROR: The password you entered for the
LSername username is incorrect. Lost your
password?

Username

username

Password

[ Remember Me

This is the error message you will see if you enter a
username with an incorrect password.

If you have lost or forgotten your password but you know your username (or the email
address associated with your username), you can get a new password.

To get a new password, click on the “Lost your password?” link in the login box error
message.

ERROR: Invalid usernamk

Click on this link to reset your password.
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You can also access the lost password feature by clicking on the link at the bottom of the
login box.

ERROR: Invalid username. Lost yvour password?

Username

)

ssword

[a1]

] Remember Me LogIn

Lost your password?

e

Or you can click on this link to reset your password too!

Alternatively, type the following URL into your web browser (where “domain” is your domain
address and “tld” is your domain extension, (e.g. .com, .net, .org, .biz, .info, etc.).

http://domain.tld/wp-login.php?action-lostpassword

Type in your username or the email address associated with your username and click on the
Get New Password button to receive a new password.
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Please enter your username or email address.
You will receive a link to create a new password
via email.

Username or E-mail:

Get New Password

Enter your username or email address to get a new
password.

There is no password “recovery” option. You will need to reset your password.
A notification email will be sent to your email address containing a password reset link.

Click on this link to reset your password.
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[My WordPress Site]

From: WordPress <wordpressSmywp. site >
To:
e

Subject: [y WordPress Site] Password Reset
=
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Someone requested that the password be reset for the following account:

hittp://myvwp.site

If this was a mistake, just ignore this email and nothing will happen.

To reset your password, visit the following address:

T Click Here

<http://mywp.site/wp-login.php?action=rp&key=HhooChyZjLihd ABfOILU Z&login=

&

Click on the email notification link to reset your password.

Enter a new password into the “Password reset” field.

Make sure to choose a strong password containing upper- and lower-case letters, numbers,
and symbols, like ‘@, $, %, &, *, *, #, etc.
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Enter your new password below.

Confirm new password

Strong

Hint: The password should be at least seven
characters long. To make it stronger, use
upper and lower case letters, numbers, and
symbolslike!"? $% " &)

Reset Password

MNew password /

-

| Untitled - Notepad
File Edit Format View Hel

| 1%dZ$@3v8Wat)

Choose A
Strong Password

You can also use a password generator tool to help you come up with a new and secure

password.

Password Generator Tools

You can use a free online password generator tool like PasswordsGenerator.net:
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o
% Secure Password Generator makeuseof

Passward Lengih

inchude Symbols

inciuce Numbers

incluce Lowertase Charaelens
include Uppercase Characiens
Exclude Simdar Characters
Exclude Ambsguous Characters
Generate On The Chient Side
Auto-Select

Save My Preference

Your New Password

Remember your password

15 -
Yieg @45%)
Heg 123458
f{eg abedefgh )
¥1{ e ABCDEFGH )
#l{eg |LL1,Lo00)
(10"~ =]
1 { do HOT send across the intermet )
{ sefect the passwond automaticalty §
{ save all the settings above for later use )

Generale secire password

fiour new password will be shown heng

Remember your password with 1he first leflers of each word in this senbence

You can use a free password generator tool if you need help creating strong,

secure passwords.

Or use a password management tool like RoboForm.

RoboForm is a powerful tool that lets you generate secure passwords and store and manage

all your online passwords and logins securely.

To learn more about using secure passwords and password management tools, refer to our

Web Security Guide.

Pazsword has been generated. You can drag it
to any field now.

N%ar785£8P E

Copy new generated password to clipboard

¥ Advanced settings

Number of characters: 10 =

Exclude similar characters
[ Hexadecimal 0-9, &-F
#a-z Fla=z oo l@#5a*

-

Minimal number of digits: 3

-

Bit Strength = 52

tool.

RoboForm — Online password management
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After resetting your password, log in as you normally would using your new password.

Your password has been res
2

Your password has been reset.

How To Change Your Password Inside Your WordPress Admin Area

For security reasons, avoid setting up a WordPress site with the username “admin.”

Username “admin” is the default installation username for a site built using WordPress and
it's one of the first things hackers will look for when searching for vulnerabilities on
WordPress sites.

Users Addnew Not Recommended!

All (1) | Administrator

Bulk Actions B Apply Change role to. . B Change

[l  uUsername Name
o
[l Username Name

Avoid using ‘admin’ as your username — hackers love it and look for it!

Let’s assume you can log into your site and want to change your password (or the password
of any user you’ve given access to).
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To change your password inside your WordPress admin area, log into your backend admin
section and select Edit My Profile from the “Howdy, User” dropdown menu near the top-right
hand corner of your Dashboard.

Click on the ‘Edit My Profile’ link.

You can also access your “Profile” screen by selecting Users > Your Profile from your main
admin menu.

Towards the bottom section of the screen, you will see the “change password” section. Enter
a new password and confirm this password here.

Note: Avoid choosing weak passwords. Use the built-in WordPress password strength meter
to help you set up a strong and secure password or use a password management tool.

MNew Password (TTTRTTIT]
E I
Comments
¥ Appearance Repeat Mew Password LTI
i Plugins @ TYDE YOUr NEW possword ogoir
- Users
| Very weak Hint: The passwo
. characters long
A'ﬁ"md W'Eﬂk / and fower case letters. numbers, and symbols like !
Your Profile Passwords

Avoid weak passwords.

Click Update Profile when done to update your password settings.
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MNew Password dhRbbBaRaaES

Rilrarik

Camments

;‘I: J"I:'FIE'-EFE-FI'-:'E' RL"FIE‘EI[ Mew Password T TTITTTITT )

- Users

Your Profile

& Tools

B Settings

4 ] Update Profile
&.

Click the ‘Update Profile’ button to save your new password.

If You Can’t Remember Your Username AND Password

So far, the steps we have covered work if you have lost or forgotten your password but still
remember your username and/or email address.

Can you still log into your WordPress site if you don’t know both your username and
password?

Yes, you can but this is where things can start to get a little technical. Either you or someone
you know will need to have some technical skills and be able to access and change things
inside your server.

As this tutorial is aimed mostly at non-technical users, if the information in this tutorial hasn’t
helped you get back into your WordPress admin area, then either contact someone who can
provide you with technical support (i.e. your webmaster, website support, or your web host)
and ask them to help you change or reset your WordPress Password from phpMyAdmin.

You can also try using the method below, which will simply reveal your username and email
address, allow you to at least reset your password, and log back into your site.

All you need is admin access to your server’s control panel. Don’t worry, you won’t be
changing anything inside your server...you're just looking!
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If you need help with your server or WordPress database, ask an experienced
WordPress user for assistance with the method described below.

For this example, we will be working with the cPanel server/webhosting management
application.

cPanel

Username

-

Password

cPanel login box.

Log into your server admin control panel.
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cPanel admin area screen.
Scroll down to the “Databases” section and click on phpMyAdmin...
Databases A

Click on your WordPress database to open and view all database tables.

Note: If you have multiple databases set up on your domain, make sure to select the right
one.

™

% .

MU" 3 ¥ MIHH'.:'\'
MySQL MySQL
Databases Database

Wizard

Databases — phpMyAdmin section.
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phpMyAdmin
o8O0 e

(Recenttables) ... B

| information_schema
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Click on your database in the phpMyAdmin section.

Don’t worry if the information on your screen looks complicated.

Click on wp_users in the “Table” column on the left-hand side.

O OO OO 3O O

wp_links [=] Browse 74 Structure & Search 3¢ Insert [ En
wp_options /| Browse & Structure % Search %t Insert I5 En
wp_postmeta =] Browse 4 Structure &% Search ¢ Insert [ En
wWp_posts || Browse # Structure % Search Ft Insert I En
wp_terms [=] Browse 4 Structure % Search %t Insert [ En
wp_term_relationships |=| Browse s Structure % Search ¢ Insert [ Ef
wp_term_taxonomy [=] Browse 74 Structure & Search i Insert [ En
wp_usermeta /=] Browse s Structure % Search ¢ Insert [ En

D R | | Browse s Structure % Search ¥ Insert [ Ex
11 tab e Sum

This section contains a list of all your site’s users with their usernames and email addresses.
Typically, the first line is assigned to the site administrator but if you have more users and
need to locate their username or email, then scroll down the list until you find the details you

are looking for.

phpMyAdmin databases — mySQL database tables — wp_users table.
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— -l Username Email

— | — -+ 0 1|se-|_|:;gin usE_pass useT_nicename Ll'ser_mnml

¢ Copy @ Delete 1 Joo P38 3G Qs B mukwHESLAK ToDYHwaUL 1 | jos jpe@ermal cam

gl

User details in database table.

Note: The user password is also included in this section of your WordPress database (in the
‘user_pass” column”) but as you can see from the screenshot above, it is encrypted and
displays only random-looking characters in the field.

For security purposes, WordPress stores all passwords as a cryptographic hash function
(MD5 Hash) instead of plain text. This prevents even a site administrator from knowing a
user’s password.

To change this password, you will need an encryption tool that lets you generate an MD5
hash, which you would then copy and paste into the password field. You can search for “free
MD5 generators online” if you want to change the password yourself, but as suggested
earlier, ask for assistance from a professional if you don’t know what you are doing in order
to avoid causing errors.

After retrieving your username and email address, log out of your server, return to your
WordPress login screen, and request a new password.
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Please enter your username or email address.

You will receive a link to create a new password
via email.

Username or E-mail:

Get New Password

d

Enter your username and get a new password.

Congratulations! Now you know how to log back into your site if you forget or lose your login
password.

*kk
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