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In this tutorial, you will learn about managing WordPress user data requests.
Refer to the following tutorials if you need help with this section:

The WordPress Tools Menu
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GDPR (General Data Protection Regulation) requires all businesses to protect the personal
data and privacy of EU citizens for transactions that occur within EU member states. Non-
compliance with these regulations could cost companies dearly.

Under GDPR rules, your site needs to make sure that your website users can:

* Request access to their personal data (hame, email address, comments, or any other
data submitted to your website).

e Download and view their personal data (as per Article 15 of GDPR).

» Request that their personal data be removed from your site (as per Article 18 of
GDPR).

Policies on how your site handles users’ data should be clearly stated on your site’s Privacy
Policy page (Access your Privacy Settings by going to Dashboard Menu > Settings >
Privacy).

Privacy Settings

Privacy Policy Page

As a website owner, you may need to follow national or international privacy laws. For example, you may need to create and display a Privacy
Policy. If you already have a Privacy Policy page, please select it below. If not, please create one.

The new page will include help and suggestions for your Privacy Policy. However, it is your responsibility to use those resources correctly, to
provide the information that your Privacy Policy requires, and to keep that information current and accurate.

After your Privacy Policy page is set, we suggest that you edit it. We would also suggest reviewing your Privacy Policy from time to time,
especially after installing or updating any themes or plugins. There may be changes or new suggested information for you to consider adding
to your policy.

Edit or preview your Privacy Policy page content.

Need help putting together your new Privacy Policy page? Check out our guide for recommendations on what content to include, along with
policies suggested by your plugins and theme.

Change your Privacy Policy Privacy Policy v Use This Page
page
(/g Create New Page

Privacy Settings screen.

To ensure that your site complies with these GDPR guidelines, WordPress provides tools
that let you manage user requests to export and/or delete their personal data from your
website.

You can access these tools by going to the WordPress Tools Menu and selecting one of the

following:

o Export Personal Data
o Erase Personal Data
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WordPress Tools menu.

Let’s go through these tools.

Export Personal Data

To access this tool, go to Tools > Export Personal Data.
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WordPress Tools Menu — Export Personal Data.

This brings you to the Export Personal Data screen.

If a user requests access to their personal data, simply enter their details into the ‘Username
or email address’ field in the Add Data Export Request section and click the Send Request
button.

ﬂ' My WordPress Site ' 4 New

5 Options ¥
=) DA Export Personal Data
A Posts Add Data Export Request
Media An email will be sent to the user at this email address asking them to verify the request.
Pages .
Username or email address
Comments Send Request
Appearance
Plugins All (0)
as Users
Tools Requester Status Requested Next steps
No items found.
Requester Status Requested Next steps
Ith
Export Personal Data
Era rsonal Data
Settings

Export Personal Data screen.
WordPress will send the user an email requesting them to verify and confirm their request.

The request will remain pending until the user has confirmed the email.
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Screen Options ¥

Export Personal Data

Confirmation request initiated successfully. Q

Add Data Export Request

An email will be sent to the user at this email address asking them to verify the request.

Username or email address

‘ ‘ Send Request

All (1) | Pending (1) ‘

Bulk actions v || Apply 1item

_ | Requester Status Requested Next steps

Search Requests

"] jake@yugotmail.com Pending 1 second ago Waiting for
confirmation

] Requester Status Requested Next steps

Bulk actions v Apply 1 item

Pending data export request waiting for confirmation.

Here’s an example of the email WordPress automatically sends to users who request access
to their personal data.

[My WordPress Site] Confirm Action: Export Personal Data

noreply@
To O jake@yugotmail.com

@We remaoved extra line breaks from this message.

\T

Howdy,
A request has been made to perform the following action on your account:
Export Personal Data

To confirm this, please click on the following link:
https://mywp.site/wp-login.php?action=confirmaction&request id=855&confirm key=5BglCHKrrdx7kOrelUNB

You can safely ignore and delete this email if you do not want to take this action.

Regards,
All at My WordPress Site
https://m .site

WordPress sends users this export personal data confirmation email.
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When the user clicks on the confirmation link, they will see an acknowledgment screen
informing them that a link to download their exported data will be sent once the site
administrator processes their request.

Thanks for confirming your export request.

The site administrator has been notified. You will
receive a link to download your export via email when
they fulfill your request.

— Go to My WordPress Site

The WordPress data export confirmation screen users will see after clicking on their email confirmation
link.

Once the user has confirmed, you (or your site administrator) will then be able to view these
details and fulfil the user’s request.

Export Personal Data

Add Data Export Request

An email will be sent to the user at this email address asking them to verify the request.

Username or email address

Send Request

All (1) | Confirmed (1) Search Requests |
Bulk actions v 1 item
Requester Status Requested Next steps
jake@yugotmail.com Confirmed (2 mins ago) 9 mins ago
Download personal data | Complete request =
Requester Status Requested Next steps

Bulk actions v || Apply J 1 item

Click on Send export link.

Note: You can also send out an export link without waiting for users to click on the
confirmation email.
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This is useful if, for example, a user contacts you to say they did not receive your email.

To do this, hover over the user’s name in the ‘Requester’ column and click on the Complete
request link.

Bulk actions v H Apply ‘
() Requester Status
(] jake@yugotmail.com Pending
Download personal data (Complete request
B S
) Requester Status
Bulk actions v H Apply ‘

Click on this link to complete a user’s request without waiting for their confirmation email.

Either of the above methods will send the user an email with a link to download their
personal data.

All (1) | Confirmed (1) _ Search Requests

Bulk actions v || Apply ‘ 1 item

Requester Status Requested Next steps

jake@yugotmail.com Confirmed (2 mins ago) 9 mins ago Email sent.

This user's personal data export link was sent.

Requester Status Requested MNext steps

The user’s personal data export link has been sent.

Here’s a sample of the email WordPress will send to the user, with a link to download their
personal data export file and a message informing them that for privacy and security
reasons, their file will be automatically deleted after a few days.
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[My WordPress Site] Personal Data Export

Repl %5 Reply Al —> F d
noreply@ O Resly © Reply o
To jake@yugotmail.com Sun 1/10/2021 12:37 PM

@We remaoved extra line breaks from this message.

Howdy,

Your request for an export of personal data has been completed. You may download your personal data by clicking on the link below. For privacy and security, we
will automatically delete the file on January 13, 2021, so please download it before then.

https://mywp.site/wp-content/uploads/wp-personal-data-exports/wp-personal-data-file-pyWMfNWoWHRbgYtaivXaDNEOX7UsX 118.7ip

Regards,
All at My WordPress Site
https://m .site

Users will receive the above email containing an expiring link to download their personal data export file.

WordPress also gives you the option to:

e Download and save the user’s personal data.
e Perform bulk actions.

To download and save a user’s personal data:

Hover over the user’s name in the ‘Requester’ column and click on the Download personal
data link.

‘ Bulk actions v H Apply ‘
() Requester Status
) Pending
() Requester Status

‘ Bulk actions v H Apply ‘

Click on the Download personal data link.

Select a location to download the zip file and click the Save button.
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M Requester File name: | wp-personal-data-file-pvVMNWoWHRbgYtqivXaDMEOKTUsX118.zip ~
Save as type: | Compressed (zipped) Folder (*.zip) ~
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Download and save personal data files.

To perform bulk actions:

o Select the user’s name in the ‘Requester’ column.

o Select an option from the Bulk actions drop-down menu:
o Resend confirmation requests
o Mark requests as completed
o Delete requests

o Click the Apply button.
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All (1) | Pending (1)

Bulk actions v H Apply ‘

(v) Requester Status
(v) jake@yugotmail.com Pending
(v] Requester Status

Bulk actions v || Apply

Resend confirmation requests
Mark requests as completed
Delete requests

You can perform bulk actions if you have multiple user requests.

Additionally, keep in mind that there are several GDPR plugins that can help automate this
process.

Erase Personal Data

GDPR compliance also requires that site owners comply with a user’s request to delete all
personal data store on a site.

This is where the Erase Personal Data tool comes in handy.

To access this tool, go to Tools > Erase Personal Data.

K¢ Plugins Available Tools

aa Users Lijgain

Export

Site Health

Settings

Export Personal Data

© cCollapse menu

WordPress Tools menu — Erase Personal Data.

This brings you to the Erase Personal Data screen.
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@ Dashboard

Posts
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Use this tool to erase a user’s personal data from your site and comply with GDPR requirements.

@ ™M y WordPress Site

[ 4+ New

Erase Personal Data

Add Data Erasure Request

An email will be sent to the user at this email address asking them to verify the request.

Username or email address

Send Request

All(0)

Requester Status Requested Next steps
No items found.

Requester Status Requested Next steps

Erasing personal data is like exporting a user’s data.

When users request that their personal data be erased from your site:

Enter their username or email address in the field and click the Send Request button.

Erase Personal Data

Add Data Erasure Request

An email will be sent to the user at this email address asking them to verify the request.

Username or email address

jake@yugotmail.com <H

Send Request ‘

Users will be sent an email asking them to verify their request (you can also click on the

Ask users to verify their data erasure request.

Complete request link under their name if they haven’t confirmed).
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[My WordPress Site] Confirm Action: Erase Personal Data

€5 Reply & Reply All —» Forward e
To 0 jake@yugotmail.com Fri 1/15/2021 1:55 PM

@We removed extra line breaks from this message.
Howdy,
A request has been made to perform the following action on your account:
Erase Personal Data

To confirm this, please click on the following link:
https://mywp.site/wp-login.php?action=confirmaction&request id=8578&confirm key=x9dclwe3vFgk2waaAS3H

You can safely ignore and delete this email if you do not want to take this action.

Regards,
All at My WordPress Site
https://m .site

WordPress sends users an email asking them to verify their request to erase their personal data.

Until users click on the confirmation link sent in the email, their request status is set to
Pending.

Erase Personal Data

Add Data Erasure Request

An email will be sent to the user at this email address asking them to verify the request.

Username or email address

| [ Send Reguest

Search Requests

All (1} | Pending (1) |

‘ Bulk actions ~ H Apply l 1 item
O Requester Status Requested Next steps
|:| Jake@yugotmail.com Pending 8 hours ago Waiting for confirmation
O Requester Status Requested Next steps

‘ Bulk actions W H Apply l 1 item

Email address pending and waiting for confirmation.
You can erase the user’s personal data:

o When users confirm their request by clicking on the email confirmation link, or
» By hovering over the user’s name and clicking on the Force erase personal data link.
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Erase Personal Data

I Confirmation request initiated successfully. [x]

Add Data Erasure Request

An email will be sent to the user at this email address asking them to verify the request.

Username or email address

Send Request

All (1) | Pending (1) H Sz gz

‘ Bulk actions ~ ‘ l Apply l 1 item
() Requester Status Requested Mext steps
(] jake@yugotmail.com Pending 1 second ago Waiting for confirmation

Force erase personal data | Complete request

s

() Requester Status Requested Mext steps

Bulk actions ~ ‘ l Apply l 1 item

Erase Personal Data tool.

Congratulations! Now you know how to comply with user requests to export or erase
personal data using the tools that WordPress makes available.
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The WordPress Tools section.
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